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Security and Privacy Android Apps

 2012/6/29(Day 3) 2:30PM - 3:30PM (1RFH)
* https://developers.google.com/events/io/sessions/go0i02012/107/
. http://youtu.be/RPJENzweI-A

@ unput/@utput.
e O

Sessions SelectaTrack ~ Day1 Day2 Day3 My Schedule (1)
S timings PDT
Day3 09:00 - 10:00 10:15-11:15 11:30-12:30 13:15-14:15 14:30-15:30
Android Design For So You've Read The Navigation In Playing With Playing With
Success Design Guide; Now Android Patterns Patterns
What?

Android
Ten Things Game Android WebView Measuring The End-
Developers Should To-End Value Of
Know Your App
Chrome/OS Fireside High Performance The History And Writing Secure Web Beyond Paper:
Chat HTML5 Future Of Google Apps And Chrome Google Cloud Print
Web Toolkit Extensions And The Future Of
Chrome Printing
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Mobile devices are full of data...

Android protects access to sensitive data and device capabilities

n
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Upload a privacy policy for your app

Let users know what you're going to do with their data

Google Goggles

-

Open Uninstall
DEVELOPER
Visit webpag
http://www.google.com/mobile/goggles

Privacy policy
ntp www.googie.com/polcies privacy

O
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Developer account security

You don't want other people to publish apps as you

< cCH het play googiv com/ sor . -“

> L ;\\\)‘Q]\' Dif,-\_,r NOROID DEVELOPER CONSOLS

@ Google Authenticator

Manage user accounts
Enter this verification code if prompted e 3w ane .
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Application signing key

Your signing key is part of the identity of your app

Debug Key Release Key

: -
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App #1 App #2
(Release) (Release)

Same signing key means permissionLevel="signature” works!

O
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Security architecture of Android

system sorver

PackageManager

NetworkManager

ActivityManager

open() Permission for Binder call to WifiManager
permissions another app checked WifiManager AP
checked by by system_server or app itself ~ ¢all permissions
kernel checked by UID: system

system_server

s network driver

Linux kernel

O
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Security for your app

The application is in its own process sandbox.
= Dalvik gives you the freedom to add your own crypto
implementations
- Reflection can be used to bypass scoping CoolAddon Process
= private and protected may be ignored
* Native code can access and change dala in the currenl
process's Dalvik VM - don't rely on the VM to provide security!

« For inter-process communication, there are protections: Dalvik VM Native Code
« Intent filters
+ Permissions
+ Signatures
UID: app_19
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Avoid being the confused deputy

Access

WiFi Manager ¥
(Strict Sheriff) Wifi

Confused

WifiControlApp Deputy

WifiControlApp granted AttackerApp |[RVAGEETE 0L
permission without checking

o
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Storing data

Avoid exposing personal or protected data to other apps

+ Protect personal data and data that requires a permission to access

- Use MODE_PRIVATE for data files, shared preferences, and databases

+ openFileOutput(), openSharedPreferences(), and openOrCreateDatabase() create files in your app's
private data directory

- External storage (sdcard) is shared storage
« Don't store personal or protected data on external storage without user consent

* You can't trust files that other apps can write to
- Don't store code libraries that are world writable or on external storage
- Don't store paths to code libraries in files that are world writable or on external storage

- Don't process data from writable files in native code - memory corruption vulnerabilities could
o allow apps to run arbitrary code with your app's ID
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Leave inventing cryptography to the experts

Although, even experts make mistakes

T O - GROUPS - B Y AR el

CRYPTOGRAPHMIC MASH ALGORITHM COMPETITION

O
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Protecting network traffic

A man-in-the-middle attack can change your network traffic...

B hitps siwwwcia.gow/iibrary/publicationwthe worid factbook)

CENTRAL INTELLIGENCE A

Publications

rHE WORLD FACTB

@ | Amt SLICRINCED | ASPENIILEY
WELLOME TO THE WORLD FACTEOOK]
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Protecting network traffic

A man-in-the-middle attack can change your network traffic...

© hpurwewecia.goviinranypublicanonwihe works factbook/
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Certificate pinning

If you don't completely trust the entire CA ecosystem...

Built-in CA List

SSLManager

TrustManager

&y
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Certificate pinning

If you don't completely trust the entire CA ecosystem...

Built-in CA List

TR%102 SSLManager

CA #85

TrustManager HttpsURLConnection

See the Android documentation on
HttpsURLConnection for example code
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Device Administration access
Designed for enterprise mobile device management (MDM) apps

* Device Administation AP| provides a lot of power, can
be dangerous in the wrong hands

« Changing device security settings can have a serious
impact on overall security

« Spend extra time auditing if your app can act as
device administrator - you really don't want to leak
these permissions!

(&
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