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Palmpilo model, Jeff 1995
Jeff Hawkins tested the PalmPilot’s design with this model, using
a chopstick for a stylus. He took pretend notes in meetings, and
- counted the steps it took to perform common tasks.
Gift of Jeff Hawkins, 102619074
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&} What's new in Android Security Session

Google I/0 2018
5A10H(K) 9:30~

[Session] What's new in

Android security = e

Thu. May 10, 9:30AM - 10:30AM b ¢

Stage 1

Beginner WK < ; N W in
What's NEW 1

Attend this session to learn about security features in Android AndrOid Securlty

and how they affect your apps. It will cover new APIs and best
practices for protecting the integrity of your app and the P edition

privacy of your data.

@ Android & Play

Youtube:
https://www.youtube.com/watch?time continue=12&v=r54roADX2MI
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Q Android Security Strategy

Android Security Strategy

Google Play Platform
— Protect e _— Engineerlng D ———— SDLC
Defend against Internet-borne Feature dev Vulnerability management
threats OS hardening, leverage HW Full cycle, e.g. fuzzing and security
User experience that offers reviews, for AOSP and partners

security CCC (comprehension,
control, confidence)

Q RiskFinder ©Taosoftware, inc. All rights reserved.



&} Android® 3 DDtz UT v #ilig

1. Google Play Protect

1. RIVDITHEDMEE

2. BN EF1IVUFTPH—EX
2. Platform Engineering

1. osot+1VUS 5k, N\—RDOIF7iER
2. SELinux,E¥177—bk, BES{t--

3. SDLC (Software Development Life Cycle)

1. EFa1V5F157AK
2. EF2VUFsN\vF (8R)
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Project Treble
o FTINA ARG —NOSEMENICTPYVIFT—PFTEDLS
([CF DA (Android Oh5)

® https://source.android.com/devices/architecture/
treble
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1 Transparency (ZEBATE)
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1. Transparency
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Installs of potentially h ful
[rE—
. Google Play

w Outside of Google Play
Google Play
Protect
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0.04% 0.04% 0.04% 0.04% 0.03% 0.02% 0.02%
® ® ® ° s ° : 0.01%
Q1,2016 Q2,2016 Q3,2016 Q4, 2016 Q1,2017 Q2,2017 Q3,2017 Q4,2017
Source: Android Security Year in Review 2017, Google

PHA (Potentially Harmful Applications) :
RIVOIFZFEEBENICBERZIVo—>3>

#% : Google PlayBAs M SDPHAAL > X —Jb
& : Google Playh5MDPHA1 > X =)L
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Y| Google Play Protect

imAR X777V [CARIEREMED TR
HheEMNICHERT 7TV,

® https://www.android.com/intl

/1a_jp/play-protect/
® Google I/0 20173
(2017/7/22tRiE{#)
® NE—>Google>tFa1USFa
—>Google Play Protect—ON
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https://www.android.com/intl/ja_jp/play-protect/

(&} PHAZ T DA > X h—)LE

GooglePlayh'5PHAZ JUBAL > XA h=)LEnizE8&

® . 2H50.1CHOTVS 2 BRSO TVB T EICRS.
(PS5 TEES EROTWBLSICEZ B LS ICMITTREVNLDIC)

Google PlayBIADSDPHATZ I UA X b—)LFE

® Google Protecth' 517> NTEHET 345 LR EOTHSMNTHS LTNS
HERFEZBZEDODTIIVIIPD 6 0%HMRIMENTWLS
PHAZA A M=) THER(IFICHIEDIDOERAUERE(°O°)

Tip:Android Developer Blog: 2018/5/24
® Keeping 2 billion Android devices safe with machine learning
® BT ENESTHREITHICERRIBENE TS DI TR

® https://android-developers.googleblog.com/2018/05/keeping-2-billion-
android-devices-safe.html
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Exploit (T2XJ0Obk) J—KR

o i8S I*+IRGL I SIcHDEAET— R

o fessEZFIAUVICERHBIITRADIEHICEMIZEI—F
TORT 04 bO— Rfilitg

® THESNTWS,

o WMEMHASWVWEDELESIM

o IWEHEEEMIEE S
XAndroidDIORXATJOA Fd—RIIEM->ZLTH
3 E£GoogleldE>TLVD.

o SLWzWILFOHhBIFE, B&OLEEINREESIKEY
Do
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Vuinerabllity Rewards

$200,000 % : Android

- = :i0S
o000 AndroidD A SEEZESZ
s80000 $hDCTWB

I ll ® Verified Boot

Verified Boot TEE/Enclave Remote Kernel Kemnel
g : ® TEE/Enclave

Bios M Android ® Remote Kernel

Android Security Rewards ® Kernel
® HIUT I UERETBEESNERS

® https://www.google.com/about/appsecurity/android-rewards/
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1. Transparency
2. PHAZA 2 A M=)V UIZRER
3. IO 0OA — Rfilit&
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AndroidDEF1 VU5 (JBDEI\AILITSY
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Android P
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Android Protected
Confirmation




&/} Protected Confirmation

Why stronger confirmation?

0 Medical e Financial

Confirm medical Confirm large money
device operations transfers
(e.g. inject insulin)

ANI—bIA>DEF1VFTA RSO TLBH

® z3—hTAnsEEELEL

® (iU pESRERCEERERMEETOYSALRL

® zim— hEEER
EE,. €6, EERDOTRIOUVTERDLSICETESRBDIEF1VFTr1#EEE LT
Protected Confirmationt#gE%&{Emk L 1=

Q RiskFinder ©Taosoftware, inc. All rights reserved.
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&/} Confirmation Prompt&{

Secure hardware (TEE,
""""""" | security module) verify
the user input

TEE controls the ©
display to e
guarantee the e——fp e
confirmation Upon successful confirmation,
prompt is shown the TEE can sign the prompt
el string, which the relying party
can verify.
N 4

Android P [Cl&,. Trusted Execution Environment (TEE) Zf#RAUTERD
270>7 M 1 —Y —([CHERICRRBIUOEREND L S(CTS Android
Protected Confirmation NEAENTLWET, TEE Tld. 1—H—hIEE(CH
mUEBEICDH. PITUTHRIITEZ0>7 MXFIHhBRENET .
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® Android Protection ConfirmationhH7R—bh&EhTUL\S
AndroidPia RN HE

@ VIMIIFPTIIRSI\—RIDT PRI >ICKDHER

o FEOSTII#MDHTAPIZREIR

e ConfirmationDialogl&ConfirmationPrompt(C&aiZE
(Dp1—Dp2)

https://developer.android.com/sdk/api_diff/p-dp2-
incr/changes/pkqg android.security#ConfirmationDialo
g

Q RiskFinder ©Taosoftware, inc. All rights reserved. 31


https://developer.android.com/sdk/api_diff/p-dp2-incr/changes/pkg_android.security#ConfirmationDialog

&Y Confirmation Prompt

// Create and use a key that requires confirmation

keyPairGenerator.initialize(Ke

alias,

KeyProperties.PURPOSE_SIGN or KeyProperties.PURPOSE_VERIFY)
.setDigests(KeyProperties.DIGEST_SHA512)
.setUserConfirmationRequired(true) Require user confirmation
build()) before key can be used

keyPair = keyPairGenerator.generateKeyPair()

dialog = Confirma . 0g.Bui
.setPromptText( "Send $10,000
.setExtraDatal myExtraData
.build(context) Show confirmation
dialog.presentPrompt(threadReceivingCallback, callback) promge

Q RiskFinder ©Taosoftware, inc. All rights reserved.



Q @A Bigfoot biomedical

Bigfoot Biomedical

12232V >0Di5 (#KR)
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From Savings (7479) *
Q740451 72

Ravi Khandavill
ravi Ahandoniidirbe. com

Pross power button and release 1o confirm I '

Amourt 1,500.00 Cancel >
Moty Recent By Email
Security Quesnon socret answer e

Android Protected Confirmation

Confirm transfer of $1500 to Ravi Khandavilli
A Service Fee of $1.00 apples 10 this transaction

SEND NOW

EDIT

\ y ,

HE21500 FILE

Q RiskFinder ©Taosoftware, inc. All rights reserved.
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Move Money

SPangNa your med?

Ax long 0 the tranafer has

1 been
1 Resend or Cancel & in he History page

acoepted, you can Eit

Savings (7479)

Hew Basree 9,

Ravi Khandavilh
cavi khandanllande com

1,500 00

Emad

Becret answer

34



/)| SEABI: Duo Security

Duo Security
~ >

s =

Q Pross power button and release to confiem I '

GGGGGG

nnnnnnnnnnnnnnnn

\. J

https://duo.com/
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Launch Partners

Insulet Corporation
NN 0 ProxloMe M
RBCH L 0mNIpo

nok — pigfset BUS
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StrongBox
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&/} About Android KeyStore

Android KeyStore& (3, IESTHERITIRZLR(CIRTFT DGR U RS

#(EIES{EENic ETKeyStorelCigiiENS/cs. Rootimk THD THHEZH
DI BE>ETERN,

Android4.3

® wasnEmEVDD. ROEFHRINRIERIE S 2 bRBCH TR
Android6.0 UZ—1—7J)L

® osicismmsTmaEEm

® d—YoOvoEmH:ET 7294 (Lock Screen Knowledge Factor :LSKF) &
Android KeyStore®BEREEE

® AEs (tEmEEs) HFIATEE
—RMRFHRICTHI SN3 &S CR> .
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&} AndroidKeyStores -~/

Comparison of KeyStore types
NEW!

StrongBox
extremely hard

e Some P+ devices

e Resistant to widest variety of attacks

Trusted Execution
Environment

Difficulty to extract the key

very hard
) e Default on all devices shipped with N+
Android e Smaller attack surface
system e Bigger bug bounty (up to $200K)
hard
.—

e Most widely available

StrongBox:OS(&PLL LT itsim=kDHFlI A vl g8

Q RiskFinder ©Taosoftware, inc. All rights reserved. 39
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1. Android System
® OSHYR—bk (VIKDIP)
2. TEE(Trusted Execution Environent)
o NLUULTHRTOImEKMNBR—bH
3. Strong Box (New!)
o P EDIHFKRTHR—F (WMBATIERWN)
o EAICTHWNW\—RIITPTEIR

® hasSystemFeature(FEATURE_STRONGBOX_ KEYSTO
RE)

Q RiskFinder ©Taosoftware, inc. All rights reserved. 40



K

StrongBox: additional KeyStore type

resources
StrongBox is resistant to:
Tamper-resistant 1. shared resource attacks (e.g
Android TEE i S
- i hardware W'th rOWhammer‘ SpeCtrE)
isolated CPU, RAM, ;
. side channel attacks

secure storage

Application processor . physical attacks (e.g. glitching)

https://developer.android.com/preview/features /security#hardware

-security-module

Android P B’ 1 > X b—JLEeNfeBR— RMUIRDIGEKTIE. /\— ROz 77D+
U« £21—)LAICHD Keymaster HAL MDEEFETH D StrongBox
Keymaster Z{EHTEEI, CDEZ1—ILICIE. HMBD CPU., ZEIRA KL —
. BRESS XL —IDEMN I\ T DRSS AT TYUDARIERY A R
O—F« > 0ZB<EMDANZXLNEFENTVET, S AFTATIE
StrongBox Keymaster (TSN TLVWDHEZF TV IITDESIC. [EHETCETDE
iTIRIR (TEE) T#HOESUMZHERIELFET.

Q RiskFinder ©Taosoftware, inc. All rights reserved.

41


https://developer.android.com/preview/features/security#hardware-security-module

Y| StrongBoxDFIATZY—XJ— R

// Set StrongBox when generating the key

kpg = KeyPairGenerator.getInstance
KeyProperties.KEY_ALGORITHM_EC AndroidKeyStore")

kpg.initialize(KeyGenParameterSpec
alias,
KeyProperties.PURPOSE_SIGN or KeyProperties.PURPOSE_VERIFY)
.setDigests(KeyProperties.DIGEST_SHA512)
.setIsStrongBoxBacked(true)
.build()) Use StrongBox

- kpg.generateKeyPair |

setIsStrongBoxBacked(true)% %7€
AR D'StrongBoxIEM BDIZE(EStrongBoxUnavailableException &7 3%

Q RiskFinder ©Taosoftware, inc. All rights reserved.



Keyguard-bound
keys




Q Keyguard-bound keys

All Android P Devi

Keyguard-bound keys

Require unlocked device Protect private data:
e enterprise

e encrypt at any time e health
e decrypt only when e passwords
device is unlocked e auth tokens

e |IMmsgs
e ..

imARDOY TSN TVWRVARETIIESIETERS TS,

OYvIBEERODS A IY4A JIVICEERITENSD

o {S{LIILVDTHETESD
e BE{bixI7>Ov I UIEBRDHuEE
o ImRZMEUIEDRENIERFICER
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Y| Keyguard-bound keys Y —X

// Using keyguard-bound keys

kg = KeyGenerator.getInstance(KEY_ALGORITHM_AES,
kg.init(
KeyGenParameterSpec.Builder("k PURPOSE_ENCRYPT or PURPOSE_DECRYPT)
.setBlockModes (BLOCK_MODE_GCM
.setEncryptionPaddings (ENCRYPTION_PADDING_NONE)

.setUnlockedDeviceRequired(true) e heycan ol belsed toldeenpt
.build()) when the device is unlocked

key = kg.generateKey

Initialize a cipher to

cipher.init(Cipher .ENCRYPT_MODE, key) encrypt sensitive data

cipher.init(Cipher .DECRYPT_MODE, key)
Initialize a cipher to decrypt
sensitive data when unlocked

setUnlockedDeviceRequired (true)Z:s%iE

Q RiskFinder ©Taosoftware, inc. All rights reserved.



Biometric Prompt
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(&} Biometric Prompt

All Android P Devices

BiometricPrompt

e Replacement for FingerprintManager

e Chooses the most appropriate biometric
o fingerprint, face, iris Verify purchase

e System-wide consistent experience

e Support library version coming @

Touch this fingerprint icon

FingerprintManager(c{X1Hh 34

® s TR<. EEEEL. IR, MFE

® USE_FINGERPRINT/\Zw >3 > JEH#i8, USE_BIOMETRIC/\Zwv >3 >$ifLEMN

® EEEUINYY — R)\—F 4 PTUIC &> TINS NS TISMEBIHLEC —BEA 2 < 1—
HOFHEEDNEI > ZDT. FEUIZHR

PEPUUTFE—DDI—RTRBTEBILSIC, BIR—RSAIOSUDBHRETNSFE

Q RiskFinder ©Taosoftware, inc. All rights reserved. 47



&} FingerPrint &> X

FingerPrintDialogZ 5 X

® Android P DP 1 T3EM
https://developer.android.com/sdk/api_diff/p-dp1l/changes/classes index additions

Android P DP2THIR

https://developer.android.com/sdk/api_diff/p-dp2-incr/changes/classes_index_ removals

FingerPrintManagerJ5>2X
o

API Level23 (Android 6.0:M)TiEHN
API Level28 (Android P) TIEHiE
BiometricPrompt

® summmErEETZHOBE
hasSystemFeature( FEATURE_FINGERPRINT )
hasSystemFeature( FEATURE_IRIS )

hasSystemFeature( FEATURE_FACE )

Q RiskFinder ©Taosoftware, inc. All rights reserved. 48
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/Y| BiometricPrompt Y —2— R

// Using BiometricPrompt

prompt = BiometricPromi
.setTitle("Verify purchase"
.setSubtitle("..."
.setDescription(”

.setNegativeButton("Cancel”, executor, listener)

.build()

prompt.authenticate(
cryptoObject, cancellationSignal, executor, callback) ;

Use a crypto object so user auth
properly gates data access

Q RiskFinder ©Taosoftware, inc. All rights reserved.



&§ USE_BIOMETRIC/{Z=w= 3>

USE_BIOMETRIC

o IHEFKRMIFO TV TOEMREEICHIEUEIN\ZEVS 3>
® API Level28(AndroidP)TTiEN

® protection Level Normal

USE_FINGERPRINT
o JFEHEDE
® API Level23TiEN. 28 TIEHELRE
® Protection Level Normal

Q RiskFinder ©Taosoftware, inc. All rights reserved. 50



WebAuthn and
FIDO2




(&} About Web Authn(Web Authentication)

WebAuthn and FIDO2 (coming Q4)

’ @
Biometric 2

Ov

re-auth via | T
Javascript web d
APls

W3C fide

HREWebY—EX ETRIC/\RAD—RZERALTWSID, JTrvS>2I8FR. )\RD—
ROEVWEDOURRE. HessHICXD/I\RD— RiEHB=EDLD S,

FIDOZ 5S4 7> AEW3CHWEBSREDFILWI ORI LD, [WebAuthn] &4F
B (2018/4/10:IR{EENEIE)

DIJYA MCOJA >3, OVIRITU—0EEARIEFIALTOID YA MD
FORL&IT Do

MBS EWebY 1 METSOTDRWIEULTWBIHENSD. 75 IH(E. Gooogle
(Q4),Mozilla,MicrosoftHR— & KHA
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OF /NRT—RRRLTORIAA=S

I —Y SR

o USAT > MIH—/\SBCABREWBRENFRT S

o AREEH—/\—(TED. H—/\—ZAHRERETS
O A b5

o H—\FUSAT> M. BERAYVE—SHES

o USATMIAYE—SHWBRTIESLLT—/CES

o H—/)\FIAKHKTESILULT, RAICEOIEXAYE—SER
Uis0914>&93.
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TLS by Default




Q TLS by Default

TLS by default: integrity of data-in-transit

FIPS-Approved Algorithms
Certified by NIST

© r—

https://developer.android.com/training/articles/security-config.html

® TargtSDKH'PLl_EMDEFNetwork Security Configuration
J 71 I TIBET duseCleartextTrafficdF I A4 JL hH
trueh \SfalselcZEE

o PXLBEEEIETBDT, #BEEZLTVWBSIISVUEFIHA
U WIS EMERI B E
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o

TLS by default: integrity of data-in-transit

FIPS-Approved Algorithms
Certified by NIST

o
© 'O

https://developer.android.com/training/articles/security-config.html

® FIPS (J+wJR) :Federal Information Procession
Standard) 77 X U HBEHE DK S [k IB IR (C 3R

HENSIERE
® Boring SSLH'NISTHh'SCAVPER/ZEZ(THID I=DTFIPS
AW ERDI,

Q RiskFinder ©Taosoftware, inc. All rights reserved. 56



&/} KeyAttestation

All Android Oreo+
Devices

Key Attestation: to check device integrity

KeyStore key
attestation gives you
a Signed Statement Passed Verified Boot
Has recent security patch
from the secure Key is protected by TEE or StrongBox

Key requires user authentication within X seconds
Firmware hash (compatible P+ devices)

hardware attesting to
device and key
properties

Sample code: https://github.com/googlesamples/android-key-attestation

o 7 )\A AHWME N TR VHVE I B
® Root{bDHIMr(CEATIEE
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All Android P Devi

Sensors access only in foreground

0o & ©

Camera Microphone Sensors

Gyroscope
Accelerometer
Magnetometer

® AndroidPixx LTI, APILANJVICEERRLS . ZTUN
INDOS5I> RTT7A RIVIREEDRFIC. AASDPILo0
IA>. oYU — (EEE>Y—, SvOt> (i)
hEF—HEMETERLIRS,

® targetSDKZEHF(IEERULLY
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O TATISURE—ERX Y-X

// Foreground service

1 notifIntent Intent(this L€ ivity::java.class
pendingIntent .getActivity(this, @, notifIntent, 0)
notification
' ion.B this, CHANNEL_DEFAULT_IMPORTANCE)

.setContentTitle

.setContentText("

.setSmallIcon(icon
setContentIntent(pendingIntent Start a foreground service with a

¥ " ersistent notification to use sensors
setTicker P

build()
startForeground(ONGOING_NOTIFICATION_ID, notification)

POCRATIESE. TJATFISORY—ERICT S,
® setForgtound()k#EfRXNotificationhTRRrEN S,

® AndroidPTFORGROUND_SERVICE/{S w3 YHBE (FOFI33 LA
Normal)
—BEY (19) 8R4 MUXMODOTZITVUEFRHAEE

AlarmManager.setAndAllowWhitelIdele()
AlarmManager.setExactAndAllowWhiteldle()
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DNS over
TLS

DNS over TLS




&} 2+ 27773DNS

DNS& (., RAA>ah5IPY RL RA%ZHRNS L HF>
DNSIZEIEEETS =6 (UDP). HREIEKEHE
BETdp D ZEABXEN S ADSA]EE,

XTER

DNS over TLS

DNS over DTLS

DNS over HTTP
DNSSEC(EREDH )
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&/} DNS over TLS

RFC7858, RFC8310

Google Security Blog

® DNS over TLS support in Android P Developer
Preview(April 17, 2018)

® https://developers-
ip.googleblog.com/2018/05/dns-over-tis-support-
in-android-p.html (HAGE
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Q DNS over TLSENE

[RY ND—=D &A=y N — [5¥lERE] > [ IS4/~ — DNS |
(B1—-B2TZH¥E)
5 I #JLMON (Automatic)

H{E9 BDNSH—/\—h' DNS over TLSZHR—BMUTUL\BRSDNS over
TLSTHEE. TN RSSTESDEET B,

Private DNS provider hosthame
® = (-DNS over TLSEEBLEWSIC, HEH—/\—&IEET BHENSD ?

IEDNNAPI ,
Private DNS

® LinkProperties.isPrivateDnsActive() O ot

® LinkProperties. getPrivateDnsServerName() © uomatic

(O Private DNS provider hostname

Enter hostname of DNS provider

Learn more about Private DNS features

64
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&} Android P Beta HAGER:L

17:58 (iR 4 |

¢« RybJ—oEAVE—. Q @

Wi-Fi
' yamaha_wap_0512 .

A ERAILRyET—2

O F—RFERE

Wi-Fi T 2.44 GB &8 7S5 4 ~X— + DNS
@ TIERRAVrETHULY QO orF
OFF
® saR
4 BRE-R ]
O 754<—FDNS 7ONAHDFR M5
VPN
o sL
Learn more about Private DNS features
TZ4~R— I DNS
B8 Fyrotl ®iF
| @ [

B2T ME#H] ([CiB>TEUE
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&/} DNS over HTTP

Google Public DNS(8.8.8.8)
® DNS-over-HTTPS API

® DNS over TLSEIHES

e https://developers.google.com/speed/public-
dns/docs/dns-over-https
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Lock down
mode

Lock Down mode




(&} Lock Down Mode

—BN(CTINARICTICATERSITSIE—R
TF1YUFTA 55— b TwEKRZAISEUED TS, E
K(cmRzHNETNE, ZHEFEL7Ir—ATIEHDIH,
FEFEEEE MICKDODTmKRICTICAAREICTED
U—AhHod. (MERICHERIHIMELNZL)

o JN\XTJ—R,PIN\F—>BIMERTER<12B.

® Smart Lock(B(CEITTWSY). %Ph. EAS3i. BEcos
FTOvoZNTHERE) HiERD

o IBHNEREE (LE(KEEEE) HiERRh
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&Y Lock Down Mode#h{F

1. [8E] —» TF1VUa LHREWEER] — OV I 5
El] - OYVI9IATSI>DORRK]

2. BREMUCAZ1—%2HULUT,. Ovo590>EANDTOVOS
> —R

1417 M v s
< QOy/7BEEORE Q @
[ v 47 8] 0D &

IARTOMHNANEERTT S
0w ZEmmH S 21— =B

OwZ@EmmAyt—2
%L

Show lockdown option

Display power button option that turns .
off extended access and fingerprint

unlocking

CDOMEIC?
: M= Z A m

M THEINTWLWAIERT Qo8I %A
h
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Android0SEREIREESBFET
F10<16 > CETIL\FT.
AndroidPOBF a2 | T+ ERA
E20\Tl3, FEFERLZHI
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