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&} What's new in Android Security Session

[Session] What's new in
Android security
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tage 1
Beginner L
ttend sion 1o learn ab
g NoA ffect your app
act or protecting the mteg
wac
Aroyo
L]
u
Youtube

Google I/0 2018
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https://www.youtube.com/watch?time continue=12&v=r54roADX2MI
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0.04% 0.04% 0.04% 0.04% 0.03% 0.02% 0.02%
® PS P P ® ° 8 0.01%
Q1,2016 Q2,2016 Q3,2016 Q4, 2016 Q1,207 Q2,2017 Q3,2017 Q4,2017
Source: Android Security Year in Review 2017, Google
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GooglePlayh'5PHAZ JUBAL > XA h=)LEnizE8&

® 2h50.1CHLTVS 28RO TVWB T &EICRB. (2017Q3~Q4)
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Google PlayBIADSDPHATZ I UA X b—)LFE
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PHAZA A M=) THER(IFICHIEDIDOERAUERE(°O°)

Tip:Android Developer Blog: 2018/5/24
® Keeping 2 billion Android devices safe with machine learning
® BT ENESTHREITHICERRIBENE TS DI TR

® https://android-developers.googleblog.com/2018/05/keeping-2-billion-
android-devices-safe.html
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Vuinerablity Rewards

_— % : Android

- = :i0S
- AndroidD A SEEZESZ
- $hDoTWD

I II ® Verified Boot

Verified Boot TEE/Enclave Remote Kemel Kemel
: = ' ® TEE/Enclave

Bios BAndroid ® Remote Kernel

Android Security Rewards ® Kernel
® HIUT I UERETBEESNERS

® https://www.google.com/about/appsecurity/android-rewards/

QRiskFinder ©Taosoftware, inc. All rights reserved. 21


https://www.google.com/about/appsecurity/android-rewards/

R /\YFTIZFT A

Mabille Pwn2Own 2017

Mobile Pwn20wn
0 2017 (BT ZHessEFER 1
46500 T ABN)

”°°°°I I | I Android &iPhonel3(Z(ZEEE

. Kernel Bonus . Persistence Bonus

QRiskFinder ©Taosoftware, inc. All rights reserved. 22



P2H—=D5D> RI—Iv hTOIfiEE, {thdD
SY hIA—-LERUNMENL LDIfiIEHERAIETNT
LD,

QRiskFinder ©Taosoftware, inc. All rights reserved. 23



Rloocs=wsa

1. Transparency
2. PHAZA 2 A M=)V UIZRER
3. IO 0OA — Rfilit&

-

AndroidDEF1 VU5 (JBDEI\AILITSY
IA—=LEBUULANIVICHS. by Google

QRiskFinder ©Taosoftware, inc. All rights reserved. 24



Y| BLRBPOSEFRRTH ?

A2 IOSTHeSSIEDEE=NTUVWS, IRETIEED
OoshifebR. ZE2£LEWVWSEBE TR, OSICEBALE
TF1VUFs7YvIFT—MOTFHONTVSIHhENWSE
NEE(CRDODTUWNDS,

® Android

® iOS

® Windows

® Linux
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® https://source.android.com/devices/architecture/
treble
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TLS by Default




Q TLS by Default

TLS by default: integrity of data-in-transit

FIPS-Approved Algorithms
Certified by NIST

> =

https://developer.android.com/training/articles/security-config.html

® TargtSDKH'PLl_EMDEFNetwork Security Configuration
J 71 I TIBET duseCleartextTrafficdF I A4 JL hH
trueh \SfalselcZEE

o PXLBEEEIETBDT, #BEEZLTVWBSIISVUEFIHA
U WIS EMERI B E
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TLS by default: integrity of data-in-transit

FIPS-Approved Algorithms
Certified by NIST

< Ol

https://developer.android.com/training/articles/security-config.html

® FIPS (J+wJR) :Federal Information Procession
Standard) 77 X U HBEHE DK S [k IB IR (C 3R

HENSIERE
® Boring SSLH'NISTHh'SCAVPER/ZEZ(THID I=DTFIPS
AW ERDI,
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&/} About Android KeyStore

Android KeyStore& (3, IESTHERITIRZLR(CIRTFT DGR U RS

#(EIES{EENic ETKeyStorelCigiiENS/cs. Rootimk THD THHEZH
DI BE>ETERN,

Android4.3

® wasnEmEVDD. ROEFHRINRIERIE S 2 bRBCH TR
Android6.0 UZ—1—7J)L

® osicismmsTmaEEm

® d—YoOvoEmH:ET 7294 (Lock Screen Knowledge Factor :LSKF) &
Android KeyStore®BEREEE

® AEs (tEmEEs) HFIATEE
—RMRFHRICTHI SN3 &S CR> .

QRiskFinder ©Taosoftware, inc. All rights reserved. 38



&} AndroidKeyStores -~/

Comparison of KeyStore types
NEW!

StrongBox

extremely hard

e Some P+ devices
e Resistant to widest variety of attacks

Trusted Execution
Environment

Difficulty to extract the key

very hard
) e Default on all devices shipped with N+
Android e Smaller attack surface
system e Bigger bug bounty (up to $200K)
hard
.—

e Most widely available

StrongBox:OS(&PLL LT itsim=kDHFlI A vl g8
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1. Android System
® OSHYR—bk (VIKDIP)
2. TEE(Trusted Execution Environent)
o NLUULTHRTOImEKMNBR—bH
3. Strong Box (New!)
o P EDIHFKRTHR—F (WMBATIERWN)
o EAICTHWNW\—RIITPTEIR

® hasSystemFeature(FEATURE_STRONGBOX_ KEYSTO
RE)
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StrongBox: additional KeyStore type

SoC
resources

Strongeox is resistant to:
Tamper-resistant \ 1 hared resource attacks (e.g
hardware with o

olated CPU, RAM )
secure slorage

side ¢ r‘)nn | attac
3 physical attacks (e.g r_;hfft'-nu;;

https://developer.android.com/preview/features /security#hardware

-security-module

Android P B’ 1 > X b—JLEeNfeBR— RMUIRDIGEKTIE. /\— ROz 77D+
U« £21—)LAICHD Keymaster HAL MDEEFETH D StrongBox
Keymaster Z{EHTEEI, CDEZ1—ILICIE. HMBD CPU., ZEIRA KL —
. BRESS XL —IDEMN I\ T DRSS AT TYUDARIERY A R
O—F« > 0ZB<EMDANZXLNEFENTVET, S AFTATIE
StrongBox Keymaster (TSN TLVWDHEZF TV IITDESIC. [EHETCETDE
iTIRIR (TEE) T#HOESUMZHERIELFET.
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Y| StrongBoxDFIATZY—XJ— R

// Set StrongBox when generating the key

] kpg = KevPairGeneratol .getInstance
KeyProperties.KEY_ALGORITHM_EC, "AndroidKeyStore'

kpg.initialize(KeyGenParameterSps
alias,
KeyProperties.PURPOSE_SIGN or KeyProperties.PURPOSE_VERIFY)
.setDigests(KeyProperties.DIGEST_SHA512)
.setIsStrongBoxBacked(true)
build() ) Use StrongBox

kKp kKpg.generateKeyPair |

setIsStrongBoxBacked(true)%&s7E

AR D'StrongBoxIEM BDIZE(EStrongBoxUnavailableException &7 3%

Q RiskFinder ©Taosoftware, inc. All rights reserved.
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Q Keyguard-bound keys

Keyguard-bound keys

Require unlocked device Protect private data:
e enterprise
e encrypt at any time e health
e decrypt only when e passwords
device is unlocked e auth tokens
. e IMmsgs
& s

imARDOY TSN TVWRVARETIIESIETERS TS,

OYvIBEERODS A IY4A JIVICEERITENSD

o {S{LIILVDTHETESD
e BE{bixI7>Ov I UIEBRDHuEE
o IHRZMEUIEDRENIEIRFICER
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Y| Keyguard-bound keys Y —X

// Using keyguard-bound keys

r.getInstance(KEY_ALGORITHM_AES,

Kg.init(

KeyGenParameterSpec.Builder("k", PURPOSE_ENCRYPT or PURPOSE_DECRYPT)
.setBlockModes (BLOCK_MODE_GCM
.setEncryptionPaddings(ENCRYPTION_PADDING_NONE)

.setUnlockedDeviceRequired(true) o ey S
build()) when the device is unlocked

key = kg.generateKey( )

Initialize a cipher to

cipher.init(Cipher .ENCRYPT_MODE, key) encrypt sensitive data

cipher.init(Cipher .DECRYPT_MODE, key)
Initialize a cipher to decrypt
sensitive data when unlocked

setUnlockedDeviceRequired (true)Z:s%iE
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(&} Lock Down Mode

—BN(CTINARICTICATERSITSIE—R
TF1YUFTA 55— b TwEKRZAISEUED TS, E
K(cmRzHNETNE, ZHEFEL7Ir—ATIEHDIH,
FEFEEEE MICKDODTmKRICTICAAREICTED
U—AhHod. (MERICHERIHIMELNZL)

o JN\XTJ—R,PIN\F—>BIMERTER<12B.

® Smart Lock(B(CEITTWSY). %Ph. EAS3i. BEcos
FTOvoZNTHERE) HiERD

o IBHNEREE (LE(KEEEE) HiERRh
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&Y Lock Down Mode#h{F

1. T8El - MEF1UF« CRERHR] > [0y IEEOR
£l - [OYI99I>ATS 3 > ORR]

2. BREALTA=1—2HULT, OYI9ISEAATOY DY
DYE—R

TR | b A N |

¢« Du7ERoET Q @

Oz 7ERo0&%

QuvZ7RENrs52-Y—-%8N

Qv Z7BNXy-2

Show lockdown option
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2018-10-138 (1iR)
3P : (11
htips: //abc andrond—groun,gg[lﬂl& /

ABC 2018 Autu ) KAWASAKI
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